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There are many emerging wireless standards. Soene teeoverlap in the space that they
occupy in the market. ZigBee fulfills a unique spacthat it is short range (10-70
meters) and is designed specifically for low dates. This design enables ZigBee to
have extremely long battery life for “sleepy” enelvtes and extremely robust networks
that can reliably operate for years.

Sensor control networks have unique requiremertts.retworks must be able to form
by themselves, scale to large sizes and operate&rs without manual intervention. As
many devices must continue to operate without greefit of mains power, extremely
long battery life (years on AA cell) is also recpdr If these devices are to become as
ubiquitous and helpful as we would like, they némd infrastructure cost (low device &
setup costs) as well as low complexity and sma#.dunlike wireless networks for
downloading movies and music via the internet, seosntrol networks have low device
data rate and quality of service needs. Genettalkdy need to take readings such as time,
temperature or the state of a device and sendhima reasonable time period. If certain
parameters are reached they can trigger other@etacfulfill their mission. If the alert is
sent within a couple of seconds it is usually sigfnt.

The addition of standardized protocols allows npldtivendors’ products to interoperate.
This frees the end customer from relying on a simgindor, which may go out of
business or simply lack the capacity to releasev#iniety of products one could expect
with a common standard. As many participants arelied in producing the standard,
the combined experience and reduced individualstmrent raises the bar while freeing
time for greater innovation and product differetitia. Of course it takes longer, with the
meetings, approval levels and coordination, buptieeluct is inevitably superior. Within
the ZigBee Alliance an ecosystem has developethaaanember companies can focus
on what they do best, while developers are abtgetavhat they need.

The ZigBee Alliance is a growing community of ardl#00 companies. It includes
major names in the semiconductor, software devel@pel product, manufacturer and
service provider industries including major teleccanriers. The ZigBee Alliance has
made its specification publicly available, inclugliBigBee 2006, released at the end of
that year. There have been more than 38,000 dodskoaedate. There are more than 30
compliant platforms. While there are some well knaempanies that have invested in
ZigBee, there are no dominating elements or con@sani

In addition to formulating the specification anamoting the standard, the ZigBee
Alliance also governs the certification processe prpose is to protect the ZigBee name
and assure that the proper levels of interopetglaite met.

There are two levels of ZigBee certification (figuk).The first level of certification is the
Compliant Platform. This is the combination of ansceiver, microcontroller and ZigBee



networking stack. The first products from multiplendors deemed to have past all of the
tests are considered “golden units”, used in thertg of all subsequent units. The
compliant Platform certification ensures all partshe stack other than the application
are compliant with the ZigBee Standard.

In this way we get network interoperability butldes not imply interoperability at the
application layer. The devices can form networksie messages and prevent intrusion
of devices into the network that are not intendaebé part of it.
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Figure 1 Two levels of certification

ZigBee Certified Products must be built on ZigBemrpliant Platforms. The ZigBee
certified products are finished end devices cedion their application profile.
Application profiles define what messages are egat the air for a given application.
Devices with the same application profiles interape end to end. For example, within
the Home Automation Profile, a light switch fromeowendor can turn on or off a light
from another vendor. Taking it a step further, @kenalarm in the basement of a home
can set off the other smoke alarms in the redt@hbuse and turn on the lights in the
bedrooms and hallways. This is not only safer ierfamily but may reduce the amount
of damage that occurs. The products can work tegethen though they come from
multiple vendors.

ZigBee Public Profiles guarantee interoperabilityog products all running the same
public application profile. Product vendors may additional features to the public
profiles to make their products unique and creatatgr value for end users. All certified
products that are using ZigBee Public Profiles us@ ZigBee language and logos on
their product.

ZigBee publishes a set of public profiles, but veisdnay create manufacturer specific
profiles as well. These allow a vendor to buildgakzed products with a ZigBee
Compliant Platform. The certification testing foanufacturer specific profiles ensures
the product does not harm other ZigBee networkg. difiese applications are not
intended to interoperate at the application layeoag multiple vendors’ products as with
the ZigBee Public Profiles mentioned above. Of seuthe manufacturer may open their



specific profile to a partner company and their borad products may be capable of
interoperability at the application level. This é&wf certification does allow product
vendors to use ZigBee language and logos on thedugts as well. Companies electing
to choose the manufacturer specific profile patly laying the foundation for a public
profile at a later time. They may choose to opengiofile to others. A minimum of three
different companies are required to produce pradoaeting the published standard in
order for the profile to become adopted as public.

Devices built on ZigBee interoperate on differevdls. There is a wide spectrum of
interoperability choices. It's a designer choicegaw/hich level of vendor interoperability
to support.
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Figure2 The ZigBee protocol hasthreetopologies

The ZigBee protocol includes three different netwtmpologies (figure 2). In each there
is one and only one coordinator. A star networthéssimplest. All messages are routed
through the coordinator, similar to a network hub.

The mesh network uses a modified version of Ad@odemand Vector routing
(AODV). Mesh networks are self forming and selfliv@p Therefore they have the best
reliability. As the coordinator is only needed tarsthe network, there is no single point
of failure. Adding more transceivers or “nodes’feéom a denser network, increases its
reliability.

A mesh-tree network uses an algorithm called C-&kigeetermine the layout of nodes
depending on whether they are coordinator, routeesd devices. Every router knows
whether a device is one of its children and canausegmula to determine which way to
pass a message when it is received. A pure tre@riets inherently unreliable as links



are inevitably broken over time. Adding mesh calughallows for self healing to repair
broken links.

ZigBee is already being implemented in a wide aofajmanufacturer specific application
profiles. There are also seven subgroups curr@rhking on public profiles within
ZigBee. Several are complete or nearly completesantke are just getting started. Here
are a few more interesting areas in which ZigBdetems are being implemented.

Asset Management in Shipping Containers

Homeland Security in the U.S.A. has identified akreess in our defenses as only about
5% of the shipping containers reaching U.S. paesaale to be searched. In many ports
shipping containers can take weeks clearing custditis means that billions of dollars

of inventory and assets are tied up in the procdss.U.S. government is instituting a

fast track system for containers. At least one camgps planning to use ZigBee to send
an alert if a container is opened in transit. Witeach container, sensors can be added to
detect restricted substances, radiation or theepoesof humans. These sensors form a
mesh network. The multiple containers in a shipaao form a mesh to report sensor
data. Mains powered routers are run around thengéer of the ship. The ship includes a
gateway to satellite and ship-to-shore communioatiBecause manifest data and sensor
data are known before ship docks at port, contaioan be processed faster.

Sensor data can be recorded throughout a voyageepad excessively rough handling,
or whether temperatures have gone outside of spe@arameters. The recipient can be
alerted to possible problems with the cargo evdarbat is unloaded.

In-Home Patient Monitoring

Patients can receive better care at a reducedvithsinore freedom and comfort by

using sensor networks in lieu of hospital or nugdileme care. Patients can remain in
their own home where they are most comfortableal\éttatistics can be monitored and
uploaded to medical staff via the internet. Doctmas adjust medication levels or ask
that a patient come in for further study if vitajrss fall outside of the desired parameters.

With an aging population in many countries, dengen#n strike family members quickly.
Sensors can allow passive monitoring of elderlyifamembers. For example a motion
detector can be placed in a light switch near e @f a bedroom. If an elderly person
does not get out of bed by a predetermined timalen can be sent to a relative or other
person to check and be sure they are all right.

The same device might turn on lights when the gldeerson gets out of bed. Other
sensors may send an alert to the person if the stoether appliance is left on. A
wireless panic button can be carried for falls thieo problems. The ZigBee network
extends the range to the yard or garden.

These same networks can be used in hospital cingutreme care. The motion detectors
can record when a patient last got out of bed dhéncase of patients with dementia, that



they are up and about and even send an alertatterdant when the patient is
approaching an exit. Patients are allowed greatetement and this can reduce the use
of heavy medication to keep patients from leavimgrtbeds (an all too common practice
in many institutions). Because the staff can rez@iotification quickly if they are needed,
rather than having enough staff to monitor thegudsi, the staff to patient ratio can be
reduced.

Commercial Lighting Control

Wireless lighting control is an important use ofjBee. With both economic and social
pressures to reduce energy consumption, lightingpeamore intelligent without high
costs. Dimmable intelligent ballasts are used @lighting. Light switches/sensors can
be located anywhere saving on the initial costapper wire installation. Lights can be
turned off during evening and weekend hours inrfrsses if not in use. The network can
tie together lights, switches and blind controfrtake better use of natural light and
reduce the lighting closest to the windows prodgcjoantifiable energy savings.
Another feature is customizable lighting schemeshis way you can set the lighting in
the way that you want. For instance in a hotelrbalh, the lighting may be set to
minimal levels around the perimeter when a spekeap on a stage and off everywhere
else. It may be set to mid levels for a party areng event. A daytime luncheon may
require full lighting. Each of these modes candteup in advance and selected easily.
You may want to inactivate a switch for a predeiasd time period to prevent guests
from playing with the lighting. The same ballrooandchave the lights and switches sub-
divided to fit the subdivisions created by the piars as it is broken up into smaller
spaces and then controlled for the whole ballrogra bingle switch when the partitions
are removed. Lighting networks can be integratetl wmd/or be used by other building
control solutions such as BACnet, or DALI.

HVAC Energy Management in Hotels

Hotel energy management can save each locatiorrédsmadf thousands of dollars per
year. Guests often turn air conditioning levelshagh before leaving their rooms for the
day, so that when they return hours later the radglirbe properly chilled. Door sensors
combined with motion detectors can tell when a ghas left a room. If there is no
movement within 20 minutes of a door opening, the@nditioning can be gradually
reduced to an economical temperature. When theidagened again and movement is
detected in the room the air conditioning is reakto initial settings. If a room is vacant,
the temperature control can be reduced to evenrloutputs. When the room is rented,
the temperature can be automatically activatedrbefee guest arrives. If the guest is a
frequent guest, past comfort levels can be traekebset accordingly. The wireless
aspects make it easy to retrofit. Battery opertttedmostats, occupancy detectors, and
humidistats can be placed for convenience. The sgstem can of course turn off lights
and the entertainment system, restoring them taque settings when the door is
opened.



Advanced Metering Platform with ZigBee

Power plants tend to produce a constant amoureotrigity. However, energy usage

has peaks and valleys. For all practical purpdbeselectricity can not be stored for
matching these peaks and valleys. Advanced metaritigfives are a rapid method to
help manage global electric generation shortagdsraget existing and pending
legislation for energy control. The electrical canp can send a message to the power
meter which networks with other ZigBee deviceshia home for load control, such as
heating, air conditioning, lighting, dishwashersshing machines and dryers. These can
be turned off or reduced during peak demand, amgtliback on when demand drops.
Customers who have agreed in advance to participddad shedding programs are
eligible for reduced energy rates.

ZigBee Networking Stack

Multiple vendors provide ZigBee stacks and theytasted for interoperability only
through the frames coming out of the radios. Theycaecked for conformance to the
specification and to application profiles, butsitinportant to note that there is no
common C APl among stack vendors. Therefore,nbisas easy as cross compiling if
you want to move from one vendor’s stack or plaifoéo another.
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Figure 3 ZigBee Stack Architecture



ZigBee Networking Stack

Vendor devices may implement multiple profiles osirgle device (figure 3). The
additional application profiles exist on differaridpoints within the device. This allows
the creation of vendor specific extensions on ZgpBeblic profiles. The ZigBee Device
Object (ZDO) resides on endpoint 0. Endpoints Q-2 for applications. Endpoints
241-254 are reserved and endpoint 255 is reseordatdadcasting to all endpoints.

The ZigBee specification is designed to suppogdaretworks with up to 65,536
network nodes. Although currently there are no AgBtack implementations that large,
it is important for standards to be forward thirgkeind not become the limiting factor to
new technologies. A typical network would be muotalier than this as the traffic could
overwhelm the network if each node is frequentlysoag messages across multi-hop
paths. Some applications such as lights and mawsned switches may need to pass
only a few messages per day. In these situatianaetwork could be quite large (in the
thousands) without overwhelming the network. Aduhtlly, ZigBee allows network
bridges to connect sections into one network. Assécttions may be physically far apart,
the network can tolerate more traffic without beowgrwhelmed. Mains powered
devices typically are routers and quiet until asteederform a task, while battery
powered end devices are more “chatty” as they teedkeup and check for messages
on a periodic basis.

There are 27 channels over 2 bands. In the subr&ttge, there is a single channel (0) in
Europe at 868.3 MHz, and 10 channels (1-10) irf02928 MHz range in the Americas.
Worldwide there are 16 channels (11-26) in the 2605480 MHz range. All are in the
unlicensed ISM bands.

The 2.4GHz range has a raw data rate of 250Kbps oVbrhead varies depending on a
number of factors, such as the level of security mumber of hops, but the practical
payload is only 10-20% of that data rate.

The transceivers are optimized for timing-critiapplications and power management.
They can quickly be brought up from a quiescertestand and receive messages and go
back to sleep to conserve battery life. When trattgig or receiving the radios are not
more efficient than similar technologies. It isthe quiescent state that they are so
efficient. For that reason the battery life is irsagdy correlated to the duty cycle.

Although it is counterintuitive, receiving tendsuse more power than transmitting.

The ZigBee protocol is very reliable. The ZigBeedfcation includes full mesh
networking support. Each transceiver is capablgasbing messages to its neighbor. This
mesh networking protocol provides redundant pdthsdre self healing in case devices
drop out of the network or barriers are introduedtich create interference. If the
message fails, it automatically retries three aaoldig times. The use of
acknowledgements assures that the message geighhmits intended recipient. In the
case of low power end devices, parents keep trintessages for sleeping children.



The underlying IEEE 802.15.4 radios have high msic interference tolerance. Direct
Sequence Spread Spectrum provides excellent peafarenn low SNR environments.
CSMA-CA is used for collision avoidance. Since tadios are half duplex, they can not
transmit and receive at the same time. So thegnlisefore transmitting the way that a
person might do in a conversation. When the netwsobeing initialized the coordinator
scans various channels to find the choice witHdhest traffic. Offset Quadrature Phase
Shift Keying (O-QPSK) on the 2.4GHz band and Bindahase Shift Keying (BPSK) on
the subGHz band minimize power consumption andaedomplexity. IEEE 802.15.4
has built upon the successes of previous IEEE &0flards by selecting those
mechanisms proven to ensure good reliability withsmwiously degrading system and
device performance. It has been said that the I&EE15.4 radios are like the cockroach
that survives the nuclear storm. All of these fextontribute to the reliability of the
ZigBee protocol.

The ZigBee protocol is secure. It utilizes AES I##8encryption. In addition it uses the
concept of a “trust center” (presumed to be thedioator) to manage access to the
network. It can use both link and network keys. Séhkeys can be passed in line or for
greater security they can be “hard-wired” into &gdlon at the time of manufacture.
Authentication with rolling codes is also used teyent spoofing. Security can be
customized for the application. In the case ofhtland switch, you might only want to
prevent a neighbor’s device from joining your netkvaccidentally. In the case of an
alarm or access (e.g. doorlock) application itasassary to step up the security level to
prevent intentional breaches from intruders.

Devices are pre-programmed for their network fuorctiThe coordinator scans to find an
unused channel to start a network. Routers (megbealwithin a network) scan to find
an active channel to join, then permit other raiterd end devices to join the network.
Devices discover other devices in the network g complementary services (e.g.
lights and switches). Service and Device Discowany be initiated from any device
within the network. Queries are unicast and/or deaat and request statically held
information within the device(s). Once located, ides can be bound to other devices
offering complementary services. Binding providemmmand and control feature for
specially identified sets of devices.

Network Formation Management

As ZigBee becomes ubiquitous networks will starbverlap. There needs to be a way to
control which devices are allowed to join a netwdrke Permit Join function can be
enabled or disabled on routers and the coordirfatdwork wide). Permit Join can be
managed by an application to allow devices to dhienetwork upon: a button press on
a designated device or any other application ddfawtion. Security keys may be
exchanged upon managed network formation as wédiei\purchasing a product
prepackaged as a set, a home owner may have tleesigveconfigured already.
However, even in these circumstances a device reeg to be replaced at some point.
Having a button to press on both the new devicetla@doordinator, allows a simple
method for enabling Permit Join without a commissig tool. But what about the office



building implementing a widespread ZigBee netwarvith lighting, HVAC, alarm
systems blind controls, etc.? It would be too difft to join devices to the network and
bind control functions on such an installationtHis scenario, a commissioning tool is
desirable.

The commissioning tool scans to find networks anisj the network selected by the
installer. It then performs device discovery onghéior devices or the whole network. It
identifies to the installer which device is whi¢trdugh blinking an LED, turning on and
off a light, an audible signal or some other idigmg device. Once devices are identified,
the installer may create binding records, grougssoenes with a collection of other
specified devices. The commissioning tool may aksaised for network maintenance,
and trouble shooting.

ZigBee is designed for low-cost, low-power, lowaledte, highly-reliable, highly-secure
wireless applications. It is built on IEEE 802.15tdndard. ZigBee hardware and
software are available along with an ecosystenoalktand services from multiple
vendors today. Simple development environmentstedodast time to market. Using a
standards based implementation reduces risk tdajers and product manufacturers.



