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Source  ATE T/Economist Intelligence Linit Metworking and Business Strategy Survey, March-April 2004
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Vulnerability Scanner

Nessus Nessus is brought to you by: TENABLE
ABOUT FEATURES PLUGINS DOCUMENTATION : COMPLIANCE NEWS DEMO DOWNLOAD I

The "Nessus" Project aims to provide
to the internet community a free,

powerful, up-to-date and easy to use : the network

remote security scanner. ‘__ vulnerabi lll} scanncr...
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26% 1056

Failed
16%
Passed
Passed 66%

74%

Netwox — FE4E AR & B Nessus — §5 S X

Results of 51 different TOCSSIC® tests on nhetworked industrial controf devices -
mainly PLCs - using Netwox and Nessus

Source: The Industrial Ethernet Book, Movermnber 2006 " Test stand On Control System Security program in CERM
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Port Allowed Current Allowed
LLGED A0 Status MAC Address MAC Address IP address L
| enabled|00:00:00:00:00:00 |00:00:00:00:00:00 [0.0.0.0 none
1 enabled|00:00:00:00:00:00 |00:00:00:00:00:00  [0.0.0.0 none
1 enabled|00:00:00:00:00:00 |00-:00:00:00:00:00  |0.0.0.0 none
| enabled|00:00:00:00:00:00 |00:00:00:00:00:00  [0.0.0.0 none
1 enabled|00:00:00:00:00:00 |08:00:20:04.34.76  [0.0.0.0 none
1 ::—r'u.ahler.!1,IJEI:IJEI:UEI:DU:UU:IJEI 00:80:63:39.F8:85 [0.0.0.0 none
| enabled 00:00:00:00:00:00 [00:00:00:00.00:00 0.0.0.0 none
| enabled|00:00:00:00:00:00 |00:00:00:00:00.00  [0.0.0.0 none
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