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Result of a study by Infonetics, USA, among Failure cost according to an ICL survey:

100 of the top 1000 US companies:
34 % below 1,000 $

Average down days: 24 days per year 34 %, 1,000 - 10,000 $
Average failure duration: 4.86 hours per year

Average failure cost: 32,000 $ per hour 20 % 10,000 - 100,000 $

12 % above 100,000 $

W 243 2 k8 b & B T BB B R E 492% ~ 16%
( Infonetics Research 2007 )
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BEFTRMIET, K£2/32W T W& RSHEE R,

e ?\ Application programs
8 %

Session

Network operating
10 % system

Transport

Network
1 Network
Data Link components

Physical

Source: Datacom, Network Management Special
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Miscellaneous Hardware
30/{:1 1?’()/6
Software
%

Support

TSG/G Source: Gartner Group
o EHFIETUABKEIIFLI 0 L E:
o G E AR
o TUAH) M LEHLX
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|IAONA, Open Device Vendor Association (ODVA) and the
Interfaces for Distributed Automation (IDA) Group collaboration. To
extend existing commonalties in the different protocols and
approaches for industrial Ethernet




ARM & (Ethernet )

Ethernet#y /7 £
RTEFAE|19735F, EF M
#510Mbit/s

B R IBIEM
CSMA/CDAN L7 I8 A

Ethernet g4~k

STHTION

mzm EK
ﬂi ' :mu—.tmr:m .
JNTEFFACE

CONTRCLLETR,

| L%I%; s

ETHER Dr. Robert Metcalth
\ TAE ETHER )

A Ry & 10M/100M/1000M/10G bit/s
RBRAR L, AR

IEEEAE R K. QOSHX. 37 Bl 45 AT
SN RATAE: ARG, kT AL
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VAR A A LA BAF AR

+ ELE WG R R
SR IFH X, BH AL L
Az 4| ——IEEE802.3x

8AME 2 B AV LANAT IR

IEEE802.3x

IEEE8023ac. |IEEE802.1p&q

+ BAZIiRE RBIE Ao

IEEE802. 3u—100BASE-THei% YA K W Folig 145
[EEE802. 3z—1000BASE-X F Ikl KM
IEEE802. 3ae—10GBit/s 10GVA K M

£ VARKRRIKRA. ke, EEH 6 M AR H £ _ _ .
A 30589 £, FEFRIEIK e TN
Yedp AR W @-m—:ﬁae
.LQQ%L e
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ETHERNET

Token Ring Office ETHERNET (>93%)
FDDI

ATM

Profibus
DeviceNet Reduction
Interbus Industry 1.) ETHERNET
Modbus 2.)777
ControlNet 3)???
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W, IARESTHBLEZGY BAR ZOBERR, EFBHINE
FRE, AN OERBIEREA

AR P X 3555 B, #laedRdl, A4, e T RAR"; KEtHRiE
%M 10 Mbit/s, 100 Mbit/s |1 Gigabit/s & £10 Gigabit/s.

AARBARARNAELLELL {3 RFHTEEHER. BT LA FALE R
AR, YA KW VA LRI Do F SE A B AL R & RAE R,

VAR R ALK B Aok = B4R TALG S R LI 42 ) BB RAT, ETARLZEME
RE S A BERIART
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Information

ETHERNET

Control

Frofibius PA

DeviceMet

ATEFELS

Bit-level Device
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BB LE M
B 56 A K RAEF ) 46 W 850 69 & & 3e 4t

B ENERER A RO IR BT T 6 FIRELY
B AR5 A

DTE

min. 2.5 m ~
1 1

Transceiver cable ——
max. 50 m

s T e I e B e B e B
"

Transceiver 10BASES (max. 500 m)

/ Terminator
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-RM: OFF

: | -Port 6, 7 P, 7

-Port6, 7

TURERE (RERE <500 ms)

—100 Mbps (TP) ——100 Mbps (TP/MM/SM) X VR
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Tl ZR R
o X HF%ArikE a4 (10/100/1000Mbps )

o XFFEZHMMNMAL (MERLK. SHRL. £LHEAYH)
-%%@xﬁmTumpﬁ*@ﬁﬁ&ﬁmA%

. kﬁ%mAmﬁ(QQMM<m+mw

. bb Eka b R & TLRME B FF % (e.g. Spanning Tree)
o B VASHUET ] - F LA
o WAIBI MR L FH

Ring Switch Mode Ring Switch Mode
o 7‘% /i.ll‘k 17"‘] «% \ e 1Gb/s active e
ﬂ‘h 2=
[= = = [= |
[
1Gb/s active 100 Mby/s | standby
[
:":":":' 1Gb/s active e
I ] [ | i i [ =]
= [= | = [= |
Ring Switch Mode Redundancy Manager Mode
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Eg. Wk
-—— = TRREMHH

3P IRALE B LEH

——100 Mbps (TP) ~ ———100 Mbps (TP/MM/SM) X A
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Eg. AMB IR &%

——100 Mbps (TP/MM/SM) X A

——100 Mbps (TP)
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#IELK AW %
B & AR A, BF | BTRETE, Y% | AREE, A NLRE. | HEABEREHEE,
R RPN | — R AE A & MKk (b)) g8, WFH | LEeRKR, MLk
FT&F B, 2FHEENL | AW, ’RAZH. TERE | & ML (=) 4.
& TR EZBITRARBEEZR | REHHRE, HR
#, BseipgkerRl 525 | 28 4
S A BRRK R
Ak 1 FAK & &
TCA V)3 BT 18] < 500ms Bk T #AF 32854243
500ms, € #EIR
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o BN EMAIT AN

.

o SiEfE

o ZAHA (FEES], BRI, ... )
o FAHT AR (EM)

o RIFHA P FE, WEHA
e LAN/WAN /SOHO #: 1

o LB ([KAETHE, #3h, ... )
o A, RE

« RIEMH

o VI
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RESFEai &

o HER:

. - A

. - JEB, &Y%

. - AXIFRETEE, N RRMEE, ...
o I AL+ ETHERNET ( TCP/IP)

o LRI (FE, TLEMH, Bk, ... )

o iAWY ALX]: Hub, switch, router, ......

o #:XFeH: 10 / 100 / 1000 Mbps

o MK KESLA, JAGE, JBE, EMC, IP HuAX], ...
e Xt

o P
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A0y W #5154t 1

b LA R £ 2 T

FRAE | BAF | B P ey i As | AR ek B
F G0 5T R S dn 6 5T R R A
JE T BN Fo Bk A 6 BHAR B Je - S g i (M 25 A
bug! )
W L&-¢E AL 8 50, & T P b4 S Ee B AR AR PR 69 7T dE
A

AR A 64EAS, ¥ RARSIE WA TAIAFMRERAMRE 4, L

2 LIRS R X AT 4 T hE XS (BRI e A EAIRE, R
% 9] A2 XA AR R )

o, HF, MiXEZAZALRB ( firewall )
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hF 0y R &%t 11

o AEARTTR Y ML 4o R T8, UL F 1P
o RV FTER Fenei At £ BT R 60 sn L
o R AEIKE SR
— Disable Autonegotiation / Passwords / Configure ports
uniformly ....

o JoRTTH, REMRBEFXEZSIKE
o AN A BLE H Z209h 48, tbdemulticasting, QoS,
prioritization, ......

o REKXSHEAFPFEZALANIG, WwRIT 4GS, BLAERIR VAL )48
o BE KD AndFE
o BEILAIE
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o UL &AW LT F6095-T%

o BLRLGEGMBMAE—LFRZ, LFRE—FAFEL
« FERELRGERNFS

o BATHELRL L&y A EA

Jr AR BAR A B B 091K &

R, A, )R ARYLE XA HIR
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DIN EN 50173 4447

*prEN50173-1 Generic Cabling System General Requirements (Basics)
*prEN50173-2 Generic Cabling System Office Premises

*prEN50173-3 Generic Cabling System Industrial Premises
*prEN50173-4/5/6 /7 Residential- / Data Centers- / Hospitals- / Airport

Premises
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KT E

O RA&%E| BT HA YR, HIEMI, lightning
 ZAIA CEA 4k, RERBIEEST)

O RAEELHFAE (BE)

O BHMIES K, RALLI00km (AZBE)

S FFE, KR

Ot (BE) EX

PR 3
T L o AR K S T 1OMK100MA) Rk &K 5% O
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T L Z # P 8- 2R 4

NS

. B FTRA b AL T FLE SRR L. AP AREER
KAt & A 100% 57 K35 B %, RANEHZS R EZEALMEE
AR AR

Tk &

- TURNE#® AR T. RETEH, shARAMIZiEMLKITH, XHERER
N G R B Y S 6B ARAE. A VAB Y BTG AR R A HLR) B L
/L:’L ‘LZ?)J;&%‘ }%} ° 10 Mbit/s

1...27

5
> 100 Mbit's
cea ?




> 1= & 72 *
ST e A ol P 2% HTE 7% 18 & )

—————

B?Ckbone- /F“]\ B = Bandwidth
Switch/Router _ \J V Backbone
.l D = Bandwidth
User C C= c Server-Uplink
Switch C /Bandwidth
User ﬂ D

Single S = Bandwidth
Single user




HIE & 17 1% &l

A0 fe] ) g2 v 1 i Y b R 2%

—aC———

R A W 2438 AT 4 -

SWH1 SW2 SW3 SW4 Slave

e 10 Mbit/s

it ] 100 Mbit/s | E—l it/g| ol 10 Mbit/s |l
10 Mbit/s

Master

I

Speed Store&Forward \
10 Mbit/s [ —

Latency
100 Mbit/sf

Packet [eNgth  ——gp™
' N

Store & Forward delay = (propagation time of 1 bit) x packet length (bytes) x 8
Delay (per switch) = Store & Forward delay + latency
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O @ 10 Mbit/s = 0.1 v s per packet bit
O (51.2 u s for 64 bytes; 1217.6 b s for 1522 bytes)

O @ 100 Mbit/s = 0.01 v s per packet bit
| (5.1 v s for 64 bytes; 121.7 u s for 1522 bytes)

O Cable propagation time = 0.66 x 300,000km/s (speed of light)
=198,000km/s

O (5 FAEICET P A 4R B PR A @ G AE L2 P AL R 1)
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4 o sty
e MU 4. 128 KB

e 128x1024 x 8 bit/byte 1.048.576
10 Mbit/s 10.000.000
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Jitter
&P E, BFRES, BB HHENESFEKEIEZ| AR E) EIHF),

0 I

| Data packet |

Data packet standard

Data packet early

Data packet late
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#=/E Layer 2 7UR ~ 8023ad
Link Aggregation
(Trunking)

802.1D — STP (default max. 7 Switches) According to IEEE you can use as many
802.1w — RSTP (default max. 7 SWitCheS) trunked pﬂrtg as poﬁsitﬂe
BID=10
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A

T AR/ g Layer 2 THE

o] Gigabit ETHERNET

HIPER-Ring
Fast ETHERNET
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A+ Layer 3 A
OSPF

HSRP/ VRRP
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T bR beig Layer 3 T4

Office network
Layer 3 backbone

‘.I/...____ ‘__.....I/'
Transfer network Transferinetwork I

==

I
:‘EE

HIRRP
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ETHERNET dual HIPER ring
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O &/NR& T egKRE
o MERS. Mibf 8K IE, BRIEFERELNEEHEL
o RLEXE
O %% sk NMS
o MARIEL /R4 I
o M ARIHIREAZ &
o AT RGN K BIefTAMNEH
o RUEETHE
O N&EEHl: SNMP
o I TAREA NMS I8 4918 iR
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Rl NER T

=
[ais Baaneien Ae=ond Eanlguabon Werkmoge Fensies HiSe

SNMP %;ﬂ aauniMaT T EAA e0D

i |erosbaimne Gruke | Gt v | T [ misis g |

Datei Bearbeiten Ansicht Konfiguration \Werkzeuge YLAMN-Manadger Fenster Hilfe
ERE A R AT NI R
I Ereignisse | VLAM-Manager |

Typ |Status [P |E |L |[IP-Adresse /| Produkt Standort kame Spezielle Infos
1 @ || & B 1492181701 r-hasicd MACH3000 | UG, Chassisa.] | =
2 @ || LB 1482181712 | mobasicd ash 32MB.. | Chassisaon1s| | f g
a @ |- | 2|X|14921817.18 12345
4 E| @ |¥ | &|m| 1282181757 ESTPE ) g
s |E| © |¥|5|®|[148.21817.58 | GES-24TP Fl. | DEFAULT..| DEFAULT . 1| i I -
& @ || LM 1482181789 | mobasicd MACH3000 | UG, Chassisd.
7 @ |¥| &|®]1492181780 | mobasicd MACH3000 | ChassisB0040| [ bulimsrrmsae 11
] S| @ |¥| 2| K11 ms2108-2 Hirschma.. | 12345678.. EEmeEn
q @ |¥| &R 1402181788 m-hasicd Markus' .. | Chassis336C0
10 @ |#|2|®|[14921817.8¢ | r-basicd MACH3000 | UG, Chassisd. lperem— L
" E ] @ |[F[L&]| 140218471405 | red-eix Klaus Hirschma.. ~ T
12 © |#|2|®[14021817107 [rebasica | EDv- sehr. | macHaoon | EDv- o T SR TS —
13 @ || &|HE| 14021817100 | rm-basicd MAGHI000 | Krach s oo [r | s
14 @ || & ™| 14021817012 | recbasicd MACH3000 | UG, ¢ —
15| 1H) ] @ |[¥[Lo| 149218471427 | rsdbet Klaus REi2 mit A. =y -
18 2 K] 14821847430 | mebasicd MACH3000 | Chas | | 5 .
17 @ || 2| E@] 14921817131 | r-basicd EDY- Schr.. | MACH3000 | EDV- = | I
18 @ |¥| L] 1491817138 | mobasicd EDY- Sehr.. | MACHZ000 | EDWY- e )
19 @ || & ™| 14021817142 | rechasicd MACHZ000 | UG, ¢ Tl ks s
e [~ ] AT i P I v T Py rinin e bomea= o nioin o meen o

|Neizscan heendet




G ) 42 ey 1 e

h) Hivision

Dawi Bearmetn Ansichl Konfiguratan Workzeuge VLAN-Manager Frastir Hitly

SR T N0 ssmn A oo
P |E |L |PAdmsse Hlangon | hame Spoziele fos | S Versian | =]
3 (] KR RERT] MACHI000 [ UG, Chasuied. | 3.10
Fs ®[14z181702 [ moasies ash 22B_ | chassisaoonn. | 110
_—' IS] L RIT16 LEE ) i
WA El|eaziaarsr | EsTes )
o | 8] W[ 1aazearss | oes-241r i | DEFAULT | DEFALLT
# | 8] B@] 142181758 | mbasica MACHI000 | UG, Chassisd. | 310
w | 8| E[enaire | mbace WACHOT0D | Chassis3008D | 310
3 [A] B 1aszimaren  [mear0a2 | Hirsctma. | 12345670 200
# | 8] @] 1eaeare | meesicd Markus'M. | Chasuisaa6co. | 2.10
[ BE Rl 8 WAGH000 UG, Ghassisd | 310 |2
W &) Ba]14aa1g07.008 Hlaus Hirgehma 510
x| 8 921017107 _|m EOV- Gohr. | MACH3000 | EDV-Behrank . | 110
[ 91817 106 CHANOU | KrachMach 2 100
% | 8] g eaimarig WACH3000 [ UG, Chapsisd. | 310
o [ A] @] 1anziearazr [ maen s R miA 5.00
| &l @] iaeaairia0 | measics MACH3000 | Chassis 30038 | 010
5 | 0| B[ 14821817031 | mebasica | OV Sehi. | MACH3000 | ECV-Sehrank. | 3.10
& T m 148 11817138 mBasicd EOV- Behr. | MACHIN00 | EDV-Schrank 5 :i‘“l\
¥ [ Al B aszimaraa3 | mbesics MACHI000 [ U, Chassisd. | 3.10 o
I W e T T oy s = SR

far=Adl

|
-~
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XA B
o REXFM (LA ER)
o LAHNINE (BZHFLGENERYIL)
o TR (KK, BH M, MEHF)

Area
Speed open open | closed closed
11 Mbit/s e 150 Meter 30 Meter 20 Meter
5,5 Mbit/s — 250 Meter 70 Meter 35 Meter
2 Mbit/s — 400 Meter 90 Meter 40 Meter

_ 1 Mbit/s o= 500 Meter 115 Meter 50 Meter -
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TR /5 3 M 49 5 76
o HEINY

— WG REZFMELER | A, BER (N% [ wR)
MZ TR FLENLE, RRETELZEE, T, Mk

22 9 sasaan
o REMLH)ZK
« MK

« REEFEFHTA
©  RiFFA
o WIRTTA
o ZAIAIE
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) R A RS

Contol
network

_—

Control
network
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K &g d

Router Router
with VP VPN Tunnel with VPN

Location 1

Location 2

Internet
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K. mARYEI

Router
Production with VPN VPN tunnel

network E
nan Internet
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M. iR

Firewall

with virus scan Internet

Production firewall

i network

Internet
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