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Automation equipment vendors are implementing Ethernet-based

protocols as an replacement of traditional fieldbus networks
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Cisco Ethernet to the Factory Solution

Unique architecture
specifically for the
factory

Enables secure visibility
of data and systems

Real-time predictability
and access

Cisco capabilities:

Wireless services
UC services
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Ethernet to the Factory Logical Architecture

Demilitarized Zone —
Shared Access
Manufacturing
Zone

Cell/Area
Zone

Basic Control Level 1 J }




Ethernet to the Factorv Logical Architecture
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Ethernet to the Factory: Network Architecture

Enterprise
Network

Enfurprive Toou [EN)
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Wirrdows 2003 Sarvens
- Remote Deskiop Connecton

*'-E‘M.w
L

Ciscalecurn ACS

Demilitarized
— Zone
o (DM2)

Windows J0{ Sarvers
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-REMACLC
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= WS Active Directory
=S0L
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Manufacturing
Zone

1734 AFMT Foird 150
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Zone
20Comm-£

Separation between
Control & Enterprise
Networks

Interconnection between
Cell Zones, Server
Farms, and DMZ

Network Connection for
PLCs, HMIs, I/Os, &
Drives
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Cell Zone Overview

M

Layer 3 Distribution
Switch

. Cat 3750
QNS Stackwise

Switch

pua

------

Layer 2 Access
Switch

EttF-Level 0
Drive

EttF-Level 1
PAC

EttF-Level 2
HMI

Hw

PACs & Remote /Os

Cell/Area Zone |
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Manufacturing Zone Design

l\ Cat. 3750

Windows 2003 Servers
- RSBizware Historian
- REMACC

- REAssetSecurity

- RSView SE

- RSLogix

- RSLinx

= M3 Active Directory
- S0L

Manufacturing
Zone — Core

Manufacturing
Zone —
Distribution

Metwork Services: CS MARS Appliance
- DNE, DHCP, Syslog Server

= CMA
Server Farm

Key functions include:

= Connection of site-wide manufacturing applications (e.g., Historians, Asset
Management, Optimization, Execution Systems)

= [nterconnection with different subnets in the control network with L3 routing
protocol (Similar to enterprise core/distribution design)

L3 routing protocol: EIGRP, OSPF, IS-IS

For small networks: Static routing, collapsed core/distribution layer
= Meshed network in core provides load-balancing and redundancy
= QOther design considerations: security, QoS, high availability
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Manufacturing Zone Components

= Site-wide applicationgﬂ/ —
management service

— Historians

— Asset Management,
Optimization

— Execution Systems

Mebwork & Security
Management Tools
(o.g. CAN, CS MARS)

= Network and Security
management

— Cisco Network Assistant
— CS MARS
— CSA Management Console

= Core and Distribution
Routing for:

— Inter-cell traffic
— Cell-DMZ traffic
— Cell- Level 3 traffic
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Specific Information Security Issues
in Industrial Environments

Potential Disruptions \

Sabotage

Application of
security patches

Unauthorized actions by
loyees

Unauthorized actions M

by vendors -
Natural or manmade disaster
Unintended employee actions Theft
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Commonly Applied Security
Technholodies

Manufacturing Security Technology: I

&

Intrusion detection
Data encryption

*
*
.
.
*
*
*
*
*
*
.
*
*
*
*
*
*
*
*
*
"
*

*

Application of security patches
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Overall Security Design

——

jStandard DMZ Design Best Pracuces]

= Network Infrastructure security

= Port Security (MAC filtering, etc.) S |
= End-point security (Cisco Security =
Agent) | %
= ldentity access control with ACLs CwARS B~
and firewalls CSAMD -
= Security Management for all security | “*“aeniorl.
Windows-Based

devices and services Devioes| ™

= Threat Control & Containment — bl =g \C-

IPS/IDS on ASA and CS-MARS I —

Securit
Ag&m;a:: -
H Windows- "
= Must not compromise g LEJOK 8 Tecuy:
Devices

operations of the control zone
or determinism required by
I/0 traffic
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Rockwell Automation Stratix 8000
Managed Switches with Cisco Technology

]
CISCO.

Technology

Best of Cisco

Secure integration with enterprise network
Cisco internetworking operating system (IOSTM)

Cisco CatalystmI switch arch. and feature set
Familiar tools for IT professionals: command line interface (CLI), CNA

and Device Manager
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A unique product in the

market...

Best of Rockwell Automation

+ RSLogix 5000 for configuration (AOP)
Predefined Logic tags for diagnostics

FactoryTalk View Faceplates

Allen-Bradley

Premier (CIP) interface to Integrated Architecture

= Easy to Integrate and Maintain

+ Smartports)

Best for the Plant Floor Environment

Default configurations for Industrial Automation market (Globals and

Removable Compact Flash for one step device replacement

...integrating the enterprise and
manufacturing environments



Cisco IE3000 & Rockwell Stratix8000

Cisco IE 3000
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CISCO

Rockwell Stratix 8000
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IE3000/Stratix8000

A%} IE 3000

Rugged Switch Series
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— Cisco device manager & CNA support
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Modular Design
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8 Extended Data Ports
10/100 Copper

8 Extended Data Ports
100 Fixed Fiber

10/100/1000 Copper or SFP 10/100 Copper



XU i BB

d

= TMEZRBpRb:

—100FX
Inir 10005
—100LX
c I Sco —1000LX
—1000ZX

Rockwell

FR4AD Lk - ﬁ |
10/100/1000 _ '

SFP Fiber Transceiver

SFP >t0 Ei#
10/100/1000
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8-port + 2 uplinks

8 Data Ports + 2 Uplink Ports

16-port (copper) + 2 Uplinks
8 Data Ports (Base) + 2 Dual Uplink Ports + 8 Port
Expansion Module

=
% AE |
[ iﬁ

-
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Lo ]

12-port (4 copper, 8 fiber)
8 Data Ports (Base) + 2 Dual Uplink Ports + 8 Port
Expansion Module

24-p0|"t (copper) + 2 uplinks

8 Data Ports + 2 Dual Uplink Ports + 2 8 Port Extension
Modules
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Feature Description

AR DIN-Rail, Wall-Mount and Rack-Mount (19” rack converter
provided)

TR -40C to 75C (-40F to 167F)

RS 5% - 95% Condensing

=V 20g (Operational), 30g (Non-Operational)

IRYA PR 4 kV (line to earth) /2 kV (line to line)

A= Dual 24V alarm relays, normally open

SIS LK M IEEE 1588v2 — hardware ready

T N LC

RS IP20 (Protection against dust, No protection against water)

YRR CERIAER B2 24V/48V DC
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IE3000/Stratix8000 #k 4454

Catalyst 2960 LAN Base Image +
ik

il Tk (CIP) A peer-to-peer application layer protocol suite, shared by
industrial networks such as DeviceNet, ControlNet and
EtherNet/IP.

MV B sh Ak R 3% v AR Optimized Smartport profiles for industrial automation
devices.

DHCP 5k DHCP server offers the same IP address to the devices
PTP (IEEE 1588v2) PTP Software module for time synchronization

gtk LUK M S (REP) Segment Protocol, 50 nodes and 50ms ring convergence
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Switch with Grand
Master clock

E @ -Time Master |

@ [Time Slave |

Switch with
Boundary clock

Switch with
. Transparent clock

\

i

Switch with
Boundary clock

Confroller (Tame Slave
Hode)

HMI (Time Slave Hode) .

Controller (Time Slave PC Controller (Time
J Hode) Slave Hode)
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= A new protocol designed to provide a solution for fast and
predicable layer 2 convergence for Carrier Ethernet networks

= Fast and predictable convergence
Convergence time: <50ms

Fast failure notification even in large rings with high
number of node

Manual configuration for predictable failover behavior

= Supported on existing hardware
IE3000,ME series
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itk e P BT R B 5 Ak

VLAN / VLAN Trunking oD TR T AR 8 s SR A 52 i
DHCP (client) TP 1k 1) 43 Fic

SNMP (v3) A LR B P 2 A B

IGMP / IGMP snooping (with querier) EHLA IR b, B T e R R

(SIS

Broadcast & Multicast rate limiting THBREE A KT R ol A #9827 AR 1 9 4% Ky

Spanning Tree Protocol THBR P2 VAR R B, BT k) 3R X5
Rapid Spanning Tree Protocol (RSTP) A B BT J B A5 A4l Do 28 T F
Port Mirroring 7 5 1) 8

Port Security B 5 A — N A8 He i 1 R AT 4L
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Quality of Service, Access Control Lists Layers
2-4

DHCP Server
TFTP Server

SSH / HTTPS / Telnet access

802.1x w/ guest & dynamic VLAN assignment

Network Access Control (NAC)

(SIS
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fﬁfﬂ-%ﬂi‘x — Express Setup

1. Power up the Stratix 8000

2. Press the Express Setup
: el HaRs T button
et — 3. Open PC browser
- e | 4. Assign an IP address and
password

You Don’t Need An Expert To Configure Your Stratix 8000
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'ﬁt“ﬁ% Eﬂm - Smartports

Smartports
= Pre-defined settings for common
devices which:
— Optimize traffic through the
network
— Minimize latency
_ - - Select 2 port rale: ;I
5%:-‘-! i - - = - - 3 RDUter A
7t e - '—:I_’ Click a port to app

ﬂ Autornation Device

E Autornation Dewvice with Qos

= 2 ﬁ IF Phone+Cesktop
5 P C -
.:.: S L T — B i - s e 1 gWiFEhESS
I Mt £ S : it .
|

———— —_—— -  npenge § l-ll-‘: l-d-— s
= | A et
o [

The Right Settings For The Right Device...In 2 Clicks
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View | bl

= -[ol x|
Microsoft Windows RP [Uersion 5.1.2680] T o e

(C>» Copyright 1985-2801 Hicrosoft Corp. . :
C:“Documents and Settings“ username}

> failureserrdisabhle recovery cause link-flap

> errdisabhle recovery cause udld

> errdisable recovery interval 60

> rtp domain [smartports]

> vtp mode transparent

> udld aggressive

» spanning-tree mode rapid-prst [ cashboard e R

> spanning-tree loopguard default Sl coniiguns

?> spanning-tree extend system-id T —— R |

> defanlt interface range FastEthernet[1]/0f[1 - 48] [1] Past settings 2. Clich & ot b5 aochy tha sabichad ek rola; [ ] Anal ek 1 echied poet robi Bor all povts
> interface range FastEthernet [1]1/0/[1 - 48] ] Expanss Batur

> switchport access rlan [data] [F] visste

» switchport mode access 7] stmep

» switchport voice vlan [voice] [0 s AI k)

> switchport port-security = | sl I
> switchport port-security maximum 3 [E] Finstart Rarut J"' _[ J J J
> switchport port-security violation restrict EMM' "\e_ Port: F II'. - | ¢
?switchport port-security aging time 2 i Muintanance " e Cugiamizg:
>switchport port-security aging type inactivity Aecess VLAME 3 (fast®1
>auto go= voip cisco-phone J

>spanning-tree portfast J'l ﬂ_[ j’- “J 7
» spanning-tree bpduguard enable Q %‘ 4,_[ 4J g

Hows khe poinkss aver tha parts for mare infeemation

Rigu 0 — R RBEES— AN E &AL T DORXT T
T PARM &M BRELREENHEROZ E
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Port Fa1/2 Statistics

= Im&active
e
| mem sl i il I i
P I ¥
| e
- { Frrgey ) ] )
Utilization (%): i =
Threshold Limit (%):0 e
Speed: 100 e
Duplex: Full E=
Link Status: Activi .
Autonegotiation: In Prt = s
¥ e
=
In out i
L
E T

o Use FactoryTalk View Faceplates to =,_—
check network status and traffic levels :

. See real-time status with RSLogix :
5000 e ——

= Pre-configured tags in Logix -
. Supports standard SNMP

management/diagnostics tools
u Cisco Network Assistant /

Proactively Resolve Network Issues
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Dashboard — muigh&m s
AL HT RS
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Dashboard

IE 3000 Managed Switch

CISCcOo

@Refresh tls?Print :-|Legend ?Help

Uptirne: 1 day, 15 hours, 27 minutes

Wiew | Status M

Switch Information

Switch Health View Trends,

Host Marme:

m Caszhboard

4 configure
D Maonitor

ﬁ Maintenance

IP Address:

MAC Address:
Product 1D

CIP Rewvision:
Hardware Revision:
CIP Serial Mumber
Software:

Contack:

Location:

Amen_-2-at-49-T
172.20.134.49
00:1B:53:0B:61:80
22-Port managed switch
i.0001

0xFFFFFFFF
12,2(0,0,64)HM2

Bandwidth Uszed Packet Error

Internal Temp

44 °C
=13

Port Utilization / Ervors

View Trends | Yiew Port Statistics

100

a0
&0

20

® port utilization O part Ervars

Legend: [ Receive [ Transmit
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Premier Logix Interface (CIP)

T T T

L I , LIS ) _':l s UL TR
o 3 'J.u
il - dolol), i
e e : Loglx 5000 AOP
e s v = =
T St G| it i n ] Configuration (stored as part of project)
1§ e —_— e
g s [
e s o el *  Product identification
) Pm— o F by o
W PL— [respm— e —— .
P —— — + 1/O connection
L]
ioix
* Port Status
Switch Configuration | Switch Status | Port Configuration | Advanced - Port Canfi | Advanced - Part Thieshelds  Port Status | Save/Res ] ¥
[ ]
. Part Link Part Thresholds Exceeded Bandwidth Port Alarms
Modde | Port | A8 | gty | St P wiuticct | Braadosst | Utiization | Disgnostics
i e R Log| x Predefined Tags
10 Port Base | Gi1/2 | Mo alarms | InActive | Mo Fault Mo o Mo 0%
10 Port Base | FalM kMo alarms | Active | Mo Fault Ko o Ko 0%
10 Port Baze | Fal/2 |Ma alarms | Active |No Fault ] o ] 0% Llnk StatUS
10 Port Baze | Fal/3 |Ma alarms | Active |No Fault ] Mo ] 0%
10 Port Biase | Fal/4 | Mo alarms | Active |Mo Fault Mo Ha Mo 0% 1 1
10 Port Baze | Fal/5 |Ma alarms |InActive | No Fault ] o ] 0% ’ UnaUthorlzed deVICe
10 Port Base | Fal/6 | Mo alarms | InActive | No Fault Mo o Mo 03
10 Port Base | Fal/7 |Mo alarms |Indctive | Mo Fault o Mo o 0% ] Threshold exceeded
10 Port Base | Fal/8 |No alarms m: :i
|l o afsfre = 2 miml s e sl ; Himatt
= pEREeme——— *  Bandwidth Utilization
= 3| Eiligife | e o] arjanjag L
B slepi— §
« Alarm relays
e *  Port Control
Statuz:  Running q
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e . Turn ports on and off using your RSLogix
5000 program

e T—— T . Configurable device authentication (MAC ID)
| _ with RSLogix 5000

e ——— . Supports 802.1x industry standard

- — authentication

— == ) . Supports Access Control Lists (ACL)

Prevent Unauthorized Access And Safeguard Your Data




Reference Architectures
and design guidelines

Included in Reference Architecture
developed by Cisco and Rockwell
Automation - provides tested
design guidelines for converging
networking

Cisco 10S and Catalyst 2960
Feature Set insures that the Stratix
8000 will adapt to the existing
network policy within the Cisco
Infrastructure

Stratix 8000 uses Cisco Command
Line Interface (CLI), Cisco Network
Assistant (CNA), and Device
Manager interfaces

N
CISCO.

Technology

For IT Managing Stratix 8000 Is Identical To Cisco Switches



IE3000/Stratix8000 Hardware Features

Feature Catalyst 2955 RV |IE 3000

Port Configurations 3 150
Temperature -40C to 60C -40C to 75C
Extended power option External Box Integrated Module
Direct Power input 24VDC 24/48VDC
Extended Surge Protection No Yes

IEEE 1588 Support No Yes
Zero-Config Replacement No Yes

CIP support No Yes
Express Setup No Yes

Custom Smartport templates No Yes




Full Integration With Rockwell Management Applications
ZGUIR N BEA BT R

F= Stratix 8000 Diagnoskics =01 x|
Port Switch M . I R e ‘
Selected
@ - |E Port Fa1/2
[E][E]
.;llls.élclru |_ Port Status
|E = = Inactive
|_|E [ = Active
|— B = Dizabled
: B = Urauthorized =151 x]
. n [
Port Fa1i2 Statistics A& 2 | o
Utilization (%): 0 )
Threshold Limit (%):0 ElE] | Porra2 —
Speed: 100 - 0| rortsiaus Hep Puri G
Dunlex: Full [ ; LIRS ey B ==hectve Thiz display aliows indsidusl ports o ba
uplex: ul EE| =0 3|0 " enabled snd disablad. Selectthe appropriate
Link Status: Active 15 R 1) = pr an grss e Enapi il b
PRI change s statis.
Autonegotiation: | Progress - — i Pm.ﬁm m’ffﬂf
atus = Inaciva connecied
_ 15216817 _ il B = Fost Administrathsly Ciown | Digsbled
Stats In gt k: 255 255 255.0 6h11 8] Fatis [ 2 = Post Aciive | Conmacted
[ 2-30 00 G172 [E] Fa1/5 '
Uptime: ::ﬁ
Status Fatis [g] PusEuif W T iy He'p
Alarms Trending
Config.

Logix & FTView coding ready for deployment



Rockwell’
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Applications
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Cisco ASA 5520
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Stackwisa
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Catalyst 2960G-24TC  Catalyst 2960G-48TC

« 20 10/100/1000 Ports
* 4 Dual-Purpose Uplink Ports

* 44 10/100/1000 Ports
* 4 Dual Purpose Uplink Ports

e e

Catalyst 2960-24TC

 2410/100 Ports
« 2 Dual-Purpose Uplink Ports

+ 48 10/100 Ports
* 2 Dual Purpose Uplink Ports

Catalyst 2960-48TC

e 2410/100 Ports
+ 210/100/1000 Uplink Ports

« 48 10/100 Ports
+ 210/100/1000 Uplink Ports

Catalyst 2960-48TT

Catalyst 2960-24TT
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Catalyst 3560-24TS Catalyst 3560-48TS

- 2410/ 00 2 SFP pots . 48 10/1 00 +4 SFP ports
Catalyst 3560-24PS Catalyst 3560- 48PS

« 24101 00 + 2 SFP ports . 48 10/1 00 + 4 SFP ports
- 370W PoE - 370W PoE

Catalyst 3560G-24TS Catalyst 3560G- 48TS

« 24 10/100/1 000 + 4 SFP . 48 10/1 00/1000 +4 SFP

Catalyst 3560G-24PS Catalyst 3560G 48PS

« 24 10/100/1000 + 4 SFP . 48 101 00/1000 +4 SFP
« 370W PoE « 370W PoE




l-

Catalyst 3750-24TS
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. 24 10/100 + 2 SFP ports
Catalyst 3750-24PS

asasas ssssss -
« 2410/100 + 2 SFP ports
« 370W PoE

: et et [ ]

« 24 10/100/1000 + 4 SFP
« 370W PoE

B #lCatalyst 3750 (3,

48 10/100 + 4 SFP ports

Catalyst 3750-48TS

E .-...; v avav ey ..;.!.;:].. avavavar "'--

Catalyst 3750-48PS

E :.. ... Sy avsvavan ;;-;l.. avae s ..; '-—

48 10/100 + 4 SFP ports
« 370W PoE

« 48 10/100/1000 + 4 SFP

Catalyst 3750G-24PS Catalyst 3750G-48PS

« 48 10/100/1000 + 4 SFP
« 370W PoE
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Catalyst 3750G-24T
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« 24 10/100/1000
Catalyst 3750G-12S

« 12 SFP (AC or DC
Catalyst 3750G-16TD
E.._...._-......... .

« 16 10/100/1000
* 1x 10GE XENPAK

Catalyst 3750G-24FS

« 24 10/100/1000
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Catalyst 6509

@ Wireless Location Appliance/C2710
@ Wireless LAN Controller
@ Wireless Control System

ST St

Wireless LAN Controller @

Workgroup Switch
Catalyst 3560 éé ............

Wireless AP
AP1242 :
— T~ S LWAPP AP

802.11a 5Ghz

Work Group Bridge

— — —
AP1131 - - -
Sl [cocrmetcable s~
F ernet Cable F F

Assembling Line Device Assembling Line Device Assembling Line Device
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@ Wireless Location Appliance/C2710

. Wireless LAN Controller
Voice Gateway

A—
<=
Call Manager 8 — [

Workgroup Switch
Catalyst3560 S/ wwr

Wireless Control System

Wireless AP
AP1242

Cisco 7921
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Wireless LAN Controller
WLC4402

Catalyst 3560G

Workgroup Switch
Catalyst 2960G

Wireless AP

AP1242
LWAPP AP

802.11a 5Ghz

Work Group Bridge
AP1131

* Moving Production Device

Overhead Hoist Transport Overhead Hoist Transport Overhead Hoist Transport
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#3% B3 T (Chi Mei Optoelectronics)
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FZERAEF (EMERSON ELECTRIC (CHINA) HOLDINGS CO., LTD.)
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